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On October 23, 2013, a Grand Jury in the District of New Jersey indicted  on 
one count of Conspiracy to Defraud the United States and on one count of fraud and related 
activity in connection with computers in violation of 18 U.S.C. § 371 and 1030 respectively.    
 
On October 25, 2013, law enforcement authorities in the United Kingdom, announced they 
arrested who had be charged in New Jersey by federal complaint.  Further,  was also 
charged in a criminal complaint in the Eastern District of Virginia with alleged conduct related to 
other intrusions.  
 
On February 5, 2018, USACIDC CCIU was notified by the United States Department of Justice 
(USDOJ) that will not be extradited to the U.S. on charges related to hacking into 
government computers.          
  
This case is being closed with no further action. 
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EXHIBIT DESCRIPTION 

1.  EPA OIG Hotline Referral – 2018-0343, dated August 10, 2018 

2.  Memorandum of Interview – , dated August 15, 

2018 

3.  HR Memorandum of Interview – , dated 

July 10, 2018 

4.  Memorandum of Interview – , dated August 

15-16, 2018 

5.  Memorandum of Interview – , dated August 16, 

2018 

6.  Memorandum of Interview – , dated August 

15, 2018 

7.  Memorandum of Interview – , dated August 16, 

2018 

8.  Memorandum of Interview – , dated August 

16, 2018 

9.  Memorandum of Interview – , dated August 16, 

2018 

10.  PPL Plus Records and OIG Special Agent  

Note 
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CASE #:  OI-HQ-2018-CCR-0090 CROSS REFERENCE #:    

TITLE:   ALLEGED SPOOFING/PHISHING ATTACK AGAINST EPA NETWORK  
 

CASE CLOSING REPORT 
OTHER 

  
NARRATIVE: 
 
On Friday, April 20, 2018, Special Agent (SA)  Office of Inspector 
General (OIG), Office of Investigation (OI), Electronic Crimes Division (ECD) received a 
hotline complaint alleging an attempted phishing attack against EPA networks. Specifically, an 
email was sent to multiple EPA users from what appeared to be a legitimate business source.  
However, the organization from which the email appeared to originate, had been compromised, 
thus infecting the end user’s computer who accessed the email. 
  
On April 26, 2018, ECD received a status update which explained the vulnerability and 
remediation process.  Specifically, a vulnerability within Office365 suite existed which allowed 
Simple Mail Transfer Protocol (SMTP) style fax system emails to be sent out as scanned fax or 
listserv.  The received email appears authenticated but is not Multi-Factor Authentication (MFA) 
compliant.  At the time of the incident, the pathway was shutdown. Subsequently, Microsoft 
remediated the Office 365 vulnerability. 
  
This case is being closed with no further action. 
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